
 

 

EUROPEAN COMMISSION 
      

 

PROTECTION OF YOUR PERSONAL DATA 

This privacy statement provides information about  
the processing and the protection of your personal data. 

 

Processing operation: Application of the regulatory framework, including processing of 
notifications, monitoring of compliance, market investigations and other activities under the 
Digital Markets Act 

Data Controller: DG Competition, Unit I.1 Registry and Transparency 

Record reference:  DPR-EC-17428 
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1. Introduction 

The European Commission (hereafter ‘the Commission’) is committed to protect your personal 
data and to respect your privacy. The Commission collects and further processes personal data 
pursuant to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 
23 October 2018 on the protection of natural persons with regard to the processing of personal 
data by the Union institutions, bodies, offices and agencies and on the free movement of such 
data (repealing Regulation (EC) No 45/2001). 

This privacy statement explains the reason for the processing of your personal data, the way we 
collect, handle and ensure protection of all personal data provided, how that information is 
used and what rights you have in relation to your personal data. It also specifies the contact 
details of the responsible Data Controller with whom you may exercise your rights, the Data 
Protection Officer and the European Data Protection Supervisor. 

The information in relation to the processing operation “Application of the regulatory 
framework, including processing of notifications, monitoring of compliance, market 
investigations and other activities under the Digital Markets Act“, undertaken by DG 
Competition is presented below.  

2. Why and how do we process your personal data? 

Purpose of the processing operation: The purpose of the Digital Markets Act is to contribute to 
the proper functioning of the internal market by laying down harmonised rules to ensure 
contestability and fairness for the markets in the digital sector in general, and for business users 
and end users of core platform services provided by gatekeepers in particular. 

The Digital Markets Act empowers the Commission to collect information for enforcement, 
investigation and monitoring purposes through several means (e.g., requests for information, 
inspections, by carrying out interviews or taking statements). Moreover, the Digital Markets Act 
mandates or enables undertakings to submit certain information to the Commission without a 
prior specific request from the latter. Examples of such situations include the need to notify the 
meeting of certain thresholds or the ability of designated gatekeepers to request the 
Commission to engage in certain procedures. Although the Digital Markets Act concerns 
primarily undertakings and not individuals, the information that is collected and further 
processed by the Commission pursuant to its enforcement, investigation and monitoring 
powers unavoidably includes personal data.  

Such information is used by the Commission for effectively assessing an undertaking’s 
compliance with its obligations under the Digital Markets Act or other aspects related to the 
application of the rules. In limited circumstances and as per the text of the Digital Markets Act, 
the information may also be exchanged with national competent authorities such as for 
example national competition authorities or with other European or national bodies such as the 
European Data Protection Supervisor. Such exchanges are necessary for the purposes of 
applying the rules such as for example for coordinating their respective enforcement tasks with 
those of the Commission. 

Information from third parties responding to market tests or proactively reaching out to the 
European Commission in the context of its application of the Digital Markets Act may also be 
processed. 

Furthermore, the Commission may process the contact details (name, job title, telephone and 
email address) of complainants and/or representatives of companies subject to the DMA for 
other compatible purposes, such as conducting market surveys, consultations and evaluations 
of its procedures or relevant substantive rules, in order to improve its practice and applicable 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018R1725


 

legislation. The processing covered by this privacy statement is limited to the use of these 
contact details to invite the data subject to participate in such activities. The processing of any 
personal data collected as a result will be carried out in accordance with the privacy statement 
corresponding to the activity in question. 

Your personal data will not be used for an automated decision-making including profiling.  
 

3. On what legal grounds do we process your personal data 

We process your personal data, because this processing is necessary for the performance of a 
task carried out in the public interest or in the exercise of official authority vested in the Union 
institution or body (Article 5(1)(a) of Regulation 2018/1725). 

The legal basis for this processing operation is Regulation (EU) 2022/1925 of the European 
Parliament and of the Council of 14 September 2022 on contestable and fair markets in the 
digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets 
Act), and in particular Chapter V thereof, as well its corresponding implementing and delegated 
acts.  

4. Which personal data do we collect and further process?  

In order to carry out this processing operation, the Commission may collect personal data 
regarding natural persons employed by an undertaking subject to the Digital Markets Act and 
natural persons which may have engaged with the undertaking in question or which have 
communicated with its employees, such as staff from external consultants, competitors, 
customers or suppliers. We may also collect data regarding natural persons who may have a 
professional relationship with a company to whom the Digital Markets Act applies, or persons 
who own an undertaking or a shareholding in an undertaking.  
 
The categories of personal data which we may collect and further process are the following:  
 

• Name;  

• Position and functions of the natural person within the undertaking; 

• Contact details (e-mail address, telephone number, mobile telephone number, fax 
number, postal address, company and department, country of residence, IP address, 
etc.);  

• Any other information which is relevant for the enforcement, investigation or monitoring 
activities being carried out by the Commission under the Digital Markets Act, such as 
statements and records made by or attributed to individuals. 

These data can be collected directly from the data subject (as for instance in the case of carrying 
out interviews of natural persons) or from other sources, such as undertakings subject to 
requests for information or complainants. The provision of this data will be mandatory in some 
cases, as foreseen in the Digital Markets Act, which also provides for fines in case of non-
compliance. 
 

5. How long do we keep your personal data? 

In accordance with the Common Commission-level Retention List, files on investigations and 
procedures under the Digital Markets Act are retained for an indefinite period, since this is 
necessary in order to comply with the Commission's general obligation to preserve the 
documents that it has obtained within the exercise of its duties and which relate to EU activities.  

https://eur-lex.europa.eu/eli/reg/2022/1925
https://ec.europa.eu/info/sites/default/files/sec-2019-900_en.pdf
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The files are stored in the case management system of DG Competition until two years after the 
closure of the case, when they transferred to the Commission´s archives.  

Any other information related to the enforcement of the Digital Markets Act that does not form 
part of any case file (e.g. consultations, evaluations, feedback) will be stored only for the period 
that is necessary for the type of document in question in accordance with the Common 
Commission-level Retention List.  

6. How do we protect and safeguard your personal data? 

All personal data in electronic format (e-mails, documents, databases, uploaded batches of 
data, etc.) are stored on the servers of the European Commission. All processing operations are 
carried out pursuant to the Commission Decision (EU, Euratom) 2017/46 of 10 January 2017 on 
the security of communication and information systems in the European Commission. 

In order to protect your personal data, the Commission has put in place a number of technical 
and organisational measures in place. Technical measures include appropriate actions to 
address online security, risk of data loss, alteration of data or unauthorised access, taking into 
consideration the risk presented by the processing and the nature of the personal data being 
processed. Organisational measures include restricting access to the personal data solely to 
authorised persons with a legitimate need to know for the purposes of this processing 
operation. 

7. Who has access to your personal data and to whom is it disclosed? 

Within the Commission 

Access to your personal data in Digital Markets Act files is restricted to the Commission staff 
responsible for carrying out this processing operation and to authorised staff according to a 
strict application of the “need to know” principle. Beyond the personnel from DG COMP in 
charge of the investigation, these may also include case-handlers from other DGs participating 
in the investigation and their hierarchy, as well as other Commission services in the context of 
inter-service consultations. Such staff abide by statutory, and when required, additional 
confidentiality agreements. 

Other EU bodies and institutions  

Where a complaint is sent to an EU institution for information, comments or an opinion, the 
personal data may be transferred to that institution (e.g. complaints to the EU Ombudsman or 
to the EDPS). These recipients are subject to the Regulation (EU) 2018/1725. Moreover, in 
limited instances, certain personal information may have to be transferred to European bodies 
and their national members in the context of the Digital Markets Act such as for example the 
functioning of the high level group for the Digital Markets Act. 

Member States  

Transfer of information to national competent authorities within the EU, including national 
competition authorities, will take place in the cases foreseen in the Digital Markets Act, and in 
particular in Article 38 thereof. This transfer of information will mainly take place for the 
purpose of coordination of the enforcement of the Digital Markets Act. 

In case authorisations from national judicial authorities are necessary, such as for conducting 
inspections, the Commission may have to provide to the respective judicial authority detailed 
explanations regarding the subject matter of inspections.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1548093747090&uri=CELEX:32017D0046


 

Access to the file 

In the context of the rights of defence, concerned parties and their representatives shall have 
access to the file (excluding confidential information and business secrets), in accordance with 
the procedure and safeguards provided in the legislation.  

Documents obtained through the 'access to file' procedure may only be used for the purpose of 
exercising the rights of defence. 

Trustees, Consultants 

The Commission may transfer personal data to a trustee appointed to assist in the monitoring of 
the implementation of a decision under the Digital Markets Act, in particular in cases concerning 
the implementation of commitments, cease-and-desist obligations or remedies. The trustee will 
be bound to observe the same data protection and confidentiality standards as the institutions 
and will be subject to the conditions established in Article 29 of Regulation (EU) 2018/1725. 

As part of the assessment of the compliance with the obligations under the Digital Market Act, 
as well as for certain consultation and evaluation purposes in view of increasing effectiveness of 
the Commission procedures or the relevant regulatory framework, the contact details of 
individuals may be transferred to contractors who will be bound to observe the same data 
protection and confidentiality standards as the institutions. 

8. What are your rights and how can you exercise them?  

You have specific rights as a ‘data subject’ under Chapter III (Articles 14-25) of Regulation (EU) 
2018/1725, in particular the right to access, your personal data and to rectify them in case your 
personal data are inaccurate or incomplete. Where applicable, you have the right to erase your 
personal data, to restrict the processing of your personal data, to object to the processing, and 
the right to data portability. 
 
You also have the right to object to the processing of your personal data, which is lawfully 
carried out pursuant to Article 5(1)(a) on grounds relating to your particular situation.  
 
You can exercise your rights by contacting the Data Controller, or in case of conflict the Data 
Protection Officer. If necessary, you can also address the European Data Protection Supervisor. 
Their contact information is given under Heading 9 below.  

Where you wish to exercise your rights in the context of one or several specific processing 
operations, please provide their description (i.e. their Record reference(s) as specified under 
Heading 10 below) in your request. 

9. Contact information 

- The Data Controller 

If you would like to exercise your rights under Regulation (EU) 2018/1725, or if you have 
comments, questions or concerns, or if you would like to submit a complaint regarding the 
collection and use of your personal data, please feel free to contact the Data Controller, DG 
Competition, Unit I.1 (comp-data-protection-coordinator@ec.europa.eu). 

mailto:comp-data-protection-coordinator@ec.europa.eu
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- The Data Protection Officer (DPO) of the Commission 

You may contact the Data Protection Officer (DATA-PROTECTION-OFFICER@ec.europa.eu) with 
regard to issues related to the processing of your personal data under Regulation (EU) 
2018/1725. 
 
- The European Data Protection Supervisor (EDPS) 
 
You have the right to have recourse (i.e. you can lodge a complaint) to the European Data 
Protection Supervisor (edps@edps.europa.eu) if you consider that your rights under Regulation 
(EU) 2018/1725 have been infringed as a result of the processing of your personal data by the 
Data Controller. 

10. Where to find more detailed information? 

The Commission Data Protection Officer (DPO) publishes the register of all processing 
operations on personal data by the Commission, which have been documented and notified to 
him. You may access the register via the following link: http://ec.europa.eu/dpo-register. 

This specific processing operation has been included in the DPO’s public register with the 
following Record reference: DPR-EC-17428. 

 

 

mailto:DATA-PROTECTION-OFFICER@ec.europa.eu
mailto:edps@edps.europa.eu
http://ec.europa.eu/dpo-register

